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Facts!

Large scale BGP hijack out of India

Posted by Andree Toonk - November 6, 2015 - Hijack - 1 Comment

BGP hijacks happen every day, some of them affect more networks than others a
and then there's a major incident that affects thousands of networks. Our monit
keep an eye out for our users and if you would like to have a general idea of wha
the world of BGP incidents, keep an eye on BGPstream.com. Earlier today we dete
those major incidents that affected thousands of networks.

Starting at 05:52 UTC, AS9498 (BHARTI Airtel Ltd.) started to claim ownership fol
prefixes by originating them in BGP. This affected prefixes for over two thousanc
organizations (Autonomous systems).

Our systems detected origin AS changes (hijacks) for 16,1
different per prefix but to give you an idea, about 7,600 o
five or more of our peers (unigue peers ASns) and 6,000 o
our peers.

to nanog '~

Route leak in Bangladesh

. Grzegorz Janoszka Grzegorz@janoszka.pl via nanog.org

YouTube Hijacking: A RIPE NCC RIS case
study

You're viewing an archived page. It is no longer being updated.

Introduction

On Sunday, 24 February 2008, Pakistan Telecom (AS17557) started an unauthorised
announcement of the prefix 208.65.153.0/24. One of Pakistan Telecom's upstream
providers, PCCW Global (A53491) forwarded this announcement to the rest of the
Internet, which resulted in the hijacking of YouTube traffic on a global scale.

In thic rennrt wa chnw hnw the pvents wera eaen hv RIPF NCC's Rnnitine Infarmatinn
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6/30/15 -« -

We have just received alert from bgpmon that AS58587 Fiber @ Home Limited has hijacked most of our (AS43996) prefixes and Hurricane
Electric gladly accepted them.

Anybody see their prefixes hijacked as well?

One of the reasons this was so widespread is because larg
Communications) and AS52320 (GlobeNet Cabos Submarii
these prefixes to their peers and customers.

H Randy Bush be nice if some technical details were included
] Suresh Ramasubramanian | have sent this to a contact at another Bangladeshi ISP that should be able ...

1 Hank Nussbacher hank@efes.iucec.ac.il via nanog.org

n to Randy, North [~

1 Hank Nussbacher Welcome to the party :-) Not only you.
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6/30/15 - -

At 18:03 30/06/2015 +0900, Randy Bush wrote:
be nice if some technical details were included

Your prefix; xx.104.150.0/24;
Prefix Description: xxxx
Update time: 2015-06-30 07:39 (UTC)

Detected by #peers: 8
xx.104.150.0/24
AS58587 (FIBERATHOME-BD Fiber @ Home Limited,BD)

Detected prefix:
Announced by:
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L atest Fact!

Yesterday, Guam's Choice Phone (AS55863) leaked
45 /8's for a grand total of 754MM IPv4 routed
addresses

Unique IPv4 addresses originated by AS55863
26 May 2016

+ Current IPv4 global
routing table consists of
2,886 million addresses
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Source: BGP Data ( , Dyn




Excuses

http://ipv6bingo.com/

Those stupid
Privacy My transit IPv6 addresses
Extension provider doesn't Hex is hard are too long to
addresses keep support IPv6 remember
changing
Our business
intelligence IPv6 isn't an
What's IPv6? V\Ilqu%aSnngs;e team can't even Internet
— parse |Pv4 Standard yet
logfiles
, We'll deploy .

We don't need We don't have a IPv6 right after | don't want t9
that many lab to test it we deploy lose the security
addresses DNSSEC provided by NAT

What do you
) . Can't we just mean | have to
Il gr:;‘l‘f”r A\QLS dggsitnt buy more |Pv4 wrap an IP in
E— PP addresses? square
brackets?




Technical Assistance Service

« Small scale technology solution

* No viable business case as Commercial Project

e Problem remains for ever




Scope

Routing Registry Function Automation

IPv6 Deployment Planning

Prefix De-aggregation analysis & action plan
IXP OSS




Routing Registry
Function
Automation
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Secure Internet Routing

To Secure Internet Routing; we need to check:

A network should only originate
his own prefix
1. How do we verify?
2. How do we avoid false
advertisement?

A transit network should filter
customer prefix
1. Check customer prefix and ASN
delegation
2. Transitive trust




Secure Internet Routing

Secure Internet Routing

Routing Policy System (RPS) Secure Inter-Domain Routing

Wor ki ng Group (SI DR) Wor king

APNIC 13f.




Routing Registry Function
Automation

e Analyset he Me mber or garmolegyati on’

* Help prepare relevant RPSL object templates.
e Create the relevant ROA.

* Help deploy cache validator and integrate with solution.




How




IPv6 Deployment
Planning
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IPv6 Transition Plan

Size of J—\l\e T,/\lﬂ‘/\tl

TP Transition — Dual Slack
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TP Podl Size
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source : http://www.potaroo.net/ispcol/2012-08/EndPt2.html




It’s there

e |[PV6 IS now Inevitable

« Without IPv6 deployment, it is just a matter of time before
networks (countries) become isolated and unable to
communicate

 Ability to integrate devices, such as mobile phones, IoT, etc,
Il s no |l onger a want - 1t I s

* |Pv6 Is no longer just a technical issue to be tackled only at
the operational level. It needs to involve all levels and
agencies within government




"It's enough to do an experiment. The

problem is the experiment never

ended”
- Vint Cerf

(comments of 32 bit IPv4 addressing)
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Terima Kasih!
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